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CODE BUSTERS 
 
1. DESCRIPTION:  Contestants will decode encrypted messages using cryptanalysis techniques. 
 
2. TEAMS OF UP TO: 3      APPROXIMATE TIME: 50 MINUTES 

 
3. EVENT PARAMETERS:  No resource materials may be used during the competition.  Competitors may 

bring blank paper and will need writing instruments. Each team may bring one non-graphing, non-
programmable 4-function calculator (addition, subtraction, multiplication and division) for use during the 
event. 

 
4. THE COMPETITION: 

a) Teams will be issued a series of increasingly difficult codes to break (see hierarchy below) and cards on 
which to record their solutions. 

b) Points for breaking each code will be given on the exam sheet. 
c) Teams may choose to break any code in any order and by any team member at the same time. 
d) Once a code is broken, the solution card containing the solution will be held in the air and the time to 

solve the code will be recorded by the event supervisor. 
e) Time will begin when the exams are opened.   

 
Hierarchy of difficulty of codes which may be provided: 
For Local and Regional Tournaments: 

1. Monoalphabetic substitution  
a. Two paragraph messages with spaces with a hint 
b. Two paragraph messages with spaces, no hint (akin to NSA and diplomatic message traffic) 
c. One paragraph message with spaces but including spelling errors (akin to FBI and organized 

crime message traffic) 
d. 1.b with no spaces 
e. 1.c with no spaces 

2. Affine cipher and modular arithmetic, two sentences 
3. Hill cipher (matrix based); exams will involve 3x3 or 4x4 matrices. 

For State and National Tournaments: 
4. Vigenere cipher  

  
5. SCORING:  Points will be assigned by the event supervisor for each code based on the difficulty of the 

solution.  A time bonus for solving the codes will be added to generate a composite score for each solved 
code.  Composite scores will be added for each correctly solved code to determine the overall team score.   

 
Resources: 
Introduction to Cryptography with Coding Theory (2nd Edition), Wade Trappe and Lawrence C. Washington.  
ISBN-10: 0131862391 
Elementary Cryptanalysis: A Mathematical Approach, Abraham Sinkov. 
ISBN-10: 0883856220 
 
Example problems can be found at: http://www.cryptograms.org/ 
  
 


